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Zero Trust and the Edge of the Network:
Cybersecurity and Working Remotely
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Taking businesses, careers and ideas to the next level
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* How has COVID-19 shaped the security issues?

» What are the security risks associated with
working at home?

» What practical steps can individuals take to
minimize security risks?

» What kind of security infrastructure should we
build after COVID-19?
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Remote Desktop Protocol (RDP)

Remote Desktop
»¢ Connection

‘GmerallDisplaylLocal"‘ |Prograrns"' i | d
Start a program

(=} Start the following program on
Program path and file name:

\\servemame\app|

connection:

Start in the following folder:
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RDP Exposure
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Ransomware

E B o Signin Home News Sport Reel Worklife Travel

NEWS

Home | US Election | Coronavirus | Video | World | US & Canada | UK | Business | Tech | Science | Stories

Health = Coronavirus

NHS cyber-attack: GPs and hospitals
hit by ransomware

O 12 May 2017
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Contact Us

55 [Sure. We guarantee that you can recover all your files safely and easily. But you have

Goodman Group

[What Happened to My Computer?

Your important files are encrypted.

Many of your 1 and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

[You only have 3 days to submit the payment. After that the price will be doubled.
[Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?
= Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

[And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $300 h of bitcoin to this addre:
bitcoin :
PraT e [12:9YDPgwueZ9NyMgw519p7AABIS)r6 SMw
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Phishing

SecurityIntelligence

Home / Threat Research

IBM Uncovers Global Phishing
Campaign Targeting the COVID-19
Vaccine Cold Chain

December 3, 2020 | By Claire Zaboeva co-authored by Melissa Frydrych | 6 min read

At the onset of the COVID-19 pandemic, IBM Security X-Force created a
threat intelligence task force dedicated to tracking down COVID-19 cyber
threats against organizations that are keeping the vaccine supply chain
moving. As part of these efforts, our team recently uncovered a global
phishing campaign targeting organizations associated with a COVID-19 cold
chain. The cold chain is a component of the vaccine supply chain that ensures
the safe preservation of vaccines in temperature-controlled environments
during their storage and transportation.
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Risks of Working from Home

* Bring your own device (BYOD)

* Residential Internet Service Provider (ISP)

» Employee configured WiFi access

» Disrupted or irregular communication patterns
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Edge of the Network
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Cloud Services

Third party cloud services
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Third party cloud services
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At Home Security Practices
- BYOD

» Update your operating system regularly
* Use strong passphrases

» Use Second Factor Authentication (2FA)
» Use a mainstream browser

» Update your browser regularly

 Avoid browser plugins

* Avoid Electron based desktop apps

» Use mobile device for simple tasks
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At Home Security Practices

* Network Access
* Buy a new WiFi router
» Update router firmware
* Use strong passphrases
» Avoid naming your router in an identifying way
» Configure your router:
+ Avoid Wired Equivalent Privacy (WEP)
+ Disable Wi-Fi Protected Setup (WPS)

» Use Wi-Fi Protected Access 2 (WPA2)
* If able, also use Advanced Encryption Standard (AES)
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At Home Security Practices

* Regular Communication Practices:
» Separate personal and professional communication
 Use a single platform to communicate
» Do not load images by default in email
* Do not open unexpected files
 Seek confirmation from sender before opening
» Hover over links to ensure the correct destination
* Slow down
* When in doubt, ask
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Post COVID-19 Security

» Working remotely (in part) is our new normal

» Edge network access and devices will be
varied and unpredictable

» Threat actors are technical, international, and
highly motivated

* Ransomware attacks are proliferating and can
cripple corporations, public institutions, and
governments

* Cybersecurity insurance costs are increasing
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Post COVID-19 Security

» Zero trust architecture is a new, evolving
standard predicated on the following:
» Single strong source of user identity
 User authentication
* Machine authentication

 Additional context, such as policy compliance and
device health

 Authorization policies to access an application
 Access control policies within an application

i
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SUPPLY CHAIN CANADA, ONTARIO
INSTITUTE PARTNERS WITH GOODMAN
SCHOOL OF BUSINESS, BROCK UNIVERSITY

CYBER SECURITY SEMINAR
January 26 - 27, 2021

PRICING

Register on brocku.ca/goodman-group/

......

Non-members (membership included ~ $895.00 + HST
for Ontario Institute only)*
*Until April 30, 2021
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Thank you for joining us.
See you in 2021!

Next session will take place on January 13, 2021

Taking businesses, careers and ideas to the next level
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